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HTTPS
HTTPS

3
XCEL CSR
3
XCEL
Equalizer XCEL E350si/450si
XCEL
root cat /.version/eq
Equalizer

Tec-world https://hds.networld.co.jp/helpdesk/support/login.jsp

XCEL
CSR
Equalizer E350si/450si v7.2.x CSR
CSR  RSA 3DES 1024bit CSR
Equalizer Openssl
XCEL-I 1024 bits
CA Equalizer
CA
CSR
Equalizer HTTPS
Equalizer
Composite CA CSR
1
HTTPS 3
Composite

CA

Composite



Equalizer XCEL
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m  Equalizer
|
|
m  XCEL
u Tec-world  Equalizer
ifconfig XCEL XCEL
HA 3
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XCEL

XCEL
Equalizer  Serial
egadmin  Login
8 Upgrade Install new software
1FTP FTP to Coyote Point upgrade server

FTP XCEL upgrade
XCEL 3
Tec-world XCEL
Equalizer
ifconfig
XCEL
HA

Tec-world
https://hds.networld.co.jp/helpdesk/support/login.jsp

FTP

To improve security, we recommend that you disable version 1

of the SSH protocaol.
If you do disable this, you may find that certain older SSH
clients such as TTSSH will no longer be able to communicate

with the Equalizer.

Do you wish to disable SSH protocol version 1?

SSH 1
y Enter



y Enter

reboot XCEL Equalizer 0S
nspstats XCEL
CLI
1. Equalizer
2. root password
Login
3. nspstats XCEL
XCEL XCEL
eq-ext# nspstats
NSP2000 Instance #0:
PK Hardware Errors =
PK Requests:  Queued =
Completed =
Checks Called =
Preempted =
EA Hardware Errors =
EA Requests:  Queued =
Completed =
Checks Called =
Preempted =
RN Requests: Queued =
Underruns =
NSP2000 Memory statistics:
EA buffers current allocation - 0 / 4048 0%
maximum allocation - 0 / 4048 1%
PK buffers: current allocation - 0 / 506 0%
maximum allocation - 0 / 506 0%
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eg-ext # nspstats
nspstats: driver open failure — 33

XCEL

3. Web

Web Equalizer WEB

touch/look

E350si E450si
Equalizer Equalizer status
Equalizer version SSL acceleration enable
enable XCEL

SSL acceleration

Tech-World
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Equalizer E350si/450si CSR

1. CSR

CSR CA
CA
Sl

2. E350si/450si CSR

Root

#cd /tmp

#openssl md5 * > rand.dat
rand.dat=
1024bit 3DES

#openssl| genrsa -rand rand.dat -des3 1024 > key.pem

1024=

key.pem=

#openssl rsa -in key.pem -out keyout.pem

keyout.pem=
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CSR

() 5
#openssl| req -new -key keyout.pem -out csr.pem
csr.pem= CSR
() 5
#openssl| req —-new —key key.pem —out csr.pem
csr.pem= CSR

Enter pass phrase for key.pem: 4

CSR
CA
Country Name < >
State of Province Name < >
Locality Name < >
Organization Name (eg, company) < >
Organizational Unit Name (eg, section) < >
Common Name (eg, YOUR name) <URL<FQDN>>
Email Address < < >>
A challenge password < >
An optional company name < >
A challenge password An optional company name Blank  Enter

CSR FTP CA
HTTPS CSR
CSR
HTTPS composite CA

composite
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SSL

CA
Common Name

http://www.verisign.co.jp/server/help/fag/100020/index.html

CA
Verisign
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Composite

1. Composite

Composite Composite

aBcDeFgHiJkLnNoPaRsTuYwiyZaBeDeFeHiJklnloPgRsTuYwkyZhwaBeDeF zH
aBcDeFgHiJkLnNoPaRsTuYwiyZaBeDeFeHiJklnloPgRsTuYwkyZhwaBeDeF zH
aBcDeFgHiJkLnNoPaRsTuYwiyZaBeDeFeHiJklnloPgRsTuYwkyZhwaBeDeF zH
aBcDeFgHiJkLnNoPaRsTuYwiyZaBeDeFeHiJklnloPgRsTuYwkyZhwaBeDeF zH
aBcDeFgHiJkLnNoPaRsTuYwiyZaBeDeFeHiJklnloPgRsTuYwkyZhwaBeDeF zH
aBcDeFgHiJkLnNoPaRsTuYwiyZaBeDeFeHiJklnloPgRsTuYwkyZhwaBeDeF zH
aBcDeFgHiJkLnNoPaRsTuYwiyZaBeDeFeHiJklnloPgRsTuYwkyZhwaBeDeF zH
aBcDeFgHiJkLnNoPaRsTuYwiyZaBeDeFeHiJklnloPgRsTuYwkyZhwaBeDeF zH
aBcDeFgHiJkLnNoPaRsTuYwiyZaBeDeFeHiJklnloPgRsTuYwkyZhwaBeDeF zH
aBcDeFgHiJkLnNoPaRsTuYwiyZaBeDeFeHiJklnloPgRsTuYwkyZhwaBeDeF zH
aBcDeFzHiJkLmNoPaRsTuYwiyZaBeDeFeHiJklniloPaRsTuYwkyZhwaBeDeF zH
aBecDeFgHiJklnNoPgRsTuYwlyZa=

aBeDeFgHiJklnlNoPaRsTuYwyZaBeDeFgHi JklmhoPgRs TuYwXy ZawaBeDeFzH
aBcDeFgHiJkLnNoPaRsTuYwiyZaBeDeFeHiJklnloPgRsTuYwkyZhwaBeDeF zH
aBoDeFgHiJkLnlNoPaRsTuYwiyZaBobeFgHi JkLmhoPgReTuYwiyZhwaBobeFzH
aBcDeFgHiJkLnNoPaRsTuYwiyZaBeDeFeHiJklnloPgRsTuYwkyZhwaBeDeF zH
aBoDeFgHiJkLnNoPaRsTuYwiyZaBoleFgHiJkLmNoPgRsTuYwiyZdwaBoDeFH
aBcDeFgHiJkLnNoPaRsTuYwiyZaBeDeFeHiJklnloPgRsTuYwkyZhwaBeDeF zH
aBoDeFgHiJkLnNoPaRaTuYwkyZaBeDeFgHiJkLmNoPgRsTuYwiy ZdwaBoDeFzH
aBcDeFgHiJkLmNoPaRsTuYwiyZaBebeFzHil

7

2. Composite
Composite
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Composite

HTTPS
1. touch
HTTPS

menu
Manage SSL Certificates
FrAILED E} 5 CYRRVES [ VRN (1)
EEs - = - @ al | @mm Easoa @ B B S
TELAD |@ hitp /710161001124 i-bin/natcgi'CONFIG_GLUSTRA0P=LOGOUT
Equalizer View Add Help
A Equalizer
5 %8 Cluster Certificate_lnstall
8 Server 51
B Server 52
: Match Default =
S cluster Certificate_Install
E4 Change Cluster Paramesters
SSL certificate warning———— Manage S5L Certificates
This HTTPS cluster will not function until 8
[nstafted Please siect install Centiiicate f | et Histry
Delete this Cluster
A Match Rule
protocal [https st erver
ip [10.15.100.115
port
policy
responsiveness [5
ACY probe
ACY response
server agent port |0
2. cluster Composite
upload
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| 7rE REE FRA BRLANA wobD ALTH
| 52 - = - @@ 4| Qux @meRca Gx5o B B S
| PELAMD? [&] hitp://10.15.100.112/cai-bin atce i /COMFIG_CLUSTRIOP=LOGOUT

Equalizer View Add Help
AE qualizer

Ii:‘"}a,cluster Certificate_Install
E Server 51

B Serer 52

“Er Match Default

M [=IEM_PRELOAD
rselect client
client €
cluster &
rselect S5L ce

ChDocuments

upload | car

e B () Immpnse_pem
Zr 1 ILDTEER T FATDTrA e CeAd

3. CSR

| e REE FTQW BRONGE YLD ATE

| #F3 - = - D [ 4| Qes Gssc Givr 3| B S

| PELAD 2] http://1015100112/ce i-bin/nateei/GONFIG_GLUSTRIOP=LOGOUT

Equalizer View Add Help
At qualizer

B ‘».Cluster Certificate_Install
B Server s1
B Server s2
*%f Match Default

password required for SSL certificate for Certificate_Install

pasgword [T
submit |cance| |
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| FrME REE HRW HREANE YLD AT

| ¢Fp - = - @ [ & Que @hacin @7 3B S
|PEVAD! [@] bt/ A015 100112/

Equalizer View Add Help

A Equalizer

é I?lCIusler Certificate_Install
B Server s1
B Server 2
“=5f Match Default

Equaliz
Traffic N
Applian

Model: E350si
HTTPS Manage
SSL Certificates client
upload
Equalizer View Add Help
A Equalizer
=] ALluster Certificate_Install
B Server 51
B Server 52
¥ Match Default
=f-Match teta @ install SSL certificate for Certificate_Install
T
rselect client or cluster cenificate
client &
cluster
rselect S5L certificate file
8.
upload | cancel |
rcluster 35L certificate details for Certificate_Install
rcertificate 1
serial number |5DA1SEFEDUUUUDUUUUUE
keylength [1024
izsuer I;’emai\Addrese‘.:Abun@nelwur\d co.jpfC=JPisT
subject |ICN:\xUEI\\xEIUU\KUEIS\}{UUR\XUU_\HUUR\XUUE\H
valid fram IJuI 27 02:31:56 2006 GMT
walid till IJuI 27 02:31:56 2007 GMWT
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